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Introduction

For us, good isn't good enough. We aim to be the best at all that we do—to help clients realize their ambitions,
make a positive difference in organizations, and to maximize their success.This drive fuels the commitment and
humanity that run deep through our every action. That's what makes us truly different, not how big we are,
where we are, nor what services we offer. What really defines us is our drive to make an impact that matters in
Saudi Arabia. Specialty Experts is a brand led by a team of specialized partners and offers a wide variety of
services to selected clients. The company is located in Riyadh and was founded in early 2019 in an effort to create

a solid cybersecurity firm headed by native professionals.

Specialty Experts offers a range of top-notch services
that unifies products, services, and partners, helping

organizations to thrive with technology and protecting
them against sophisticated threats across people,
endpoints, networks, applications, and clouds.

Furthermore, all of our services are provided by highly
talented Saudi experts that have deep experience in
cybersecurityand are equipped with industry
certifications




CEO Message

Since our establishment in last 2019, we have been driven by passion and hard work, we help our clients build
stronger, more secure, agile and innovative businesses. We look forward to the enormous opportunities that
are emerging from the growing shift to digital business. We invest in new cyber & ICT solutions and
acquisitions, build our capabilities, and develop our teams to ensure that we are well positioned to help clients
explore the vast opportunity & perform securely & effectively. As an organization built on high-class
operations,Specialty Experts brings Cyber & ICT technology to the market with the most complete value
proposition in the industry. We simplify the complexities of the ICT industry, solving not only our customers’
technology problems, but also their business challenges. We transform generic technology into customized
business solutions, without complexity nor huge cost.
Yours faithfully,
CEO
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Our Mission

To provide advanced & outstanding cybersecurity

and technology services to our clients.
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Our Vision

Achieving cybersecurity and information

technology services providing excellence.
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Our Values

We build positive, long
term relationships with our
customers, joint venture
partners, subcontractors,
suppliers, and colleagues
that are built on trust,
respect, and collaboration.

We believe technology can

and should be a force for

good and that meaningful

innovation can and will

contribute to a brighter

world in big and small
ways.

We thrive on diverse voices.

We engage our employees’

and customers’ experiences,

strengths, and different points

of view to inform, challenge,

and stretch our thinking. This
is how we innovate.

We believe that our culture

of borderless collegiality is

a competitive advantage

for us, and we go to great

lengths to nurture it and

preserve it and to support
our people.

We play a critical role in
helping both the markets
and our clients operate more
effectively. We consider this
role a privilege, and we
know it requires constant
vigilance and unrelenting
commitment

We believe that nothing is
more important than our
ethics, and behaving with the
highest levels of
professionalism is fundamental
to who we are. We
demonstrate a strong
commitment to our
integrity, honesty, and fairness
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\ Certification

1ISO 9001:2015

Quality Policy

“Specialty Experts commit to support it's clients with all cybersecurity & ICT innovative technology solutions.
Specialty Experts shall provide reliable and efficient services to its Client Base whilst conforming to the Company’s
mission and vision and the required legal and security rules and regulations and to maintain customer satisfaction.
In order to achieve this, we have implemented a fully integrated documented Quality Management System as per
Quality International Standards, for which the CEO is ultimately responsible.”

This QMS ensures that Specialty Experts can fulfill its contractual obligations by:

B S Providing up to date
all activities < The CEO ensures that this §
affect the _ instructions and training | . _ |
affect the - # policy is communicated,
to all staff together with

. ) ) understood and
ontrolled the promotion of quality

implemented at all levels.

dawdreness.
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Why
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Specialty Experts

Strong References:
Since we have started in the Saudi market, we were catering to the security
needs of the top players in all the industries we work with, armed with senior
experts & consultants with years of experience and extensive knowhow,
allows us to offer, not just products or services, but customized
comprehensive solutions that suites your company’s current and future
needs

Long-term Relationships:
We understand that business relations are the foundation of
success, and that's why our priority is to build strong lasting

relations with our customers, and our partners.

Risk Analysis & Protection before any Attack:
Our team extensive experience across many fields has enabled us to
build a massive use case library that covers a vast array of attacks.
We are also working towards developing Artificial Intelligence as a

solution for Advanced Threat Protection.
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Geographical footprint

The company has the ability to swiftly redeploy resources between Saudi cities of operations to meet
clients’ requirements and to optimize all opportunities to suit stakeholder strategies.
The company operates allover Saudi Arabia main cities.
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Specialty Experts at a glance - structure and service offering:

1- Services & Support:

VA
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A

e Qutsourcing:

e Advisory:

Vs

SECONDMENT

*We have a range of flexible and
competent individuals and teams
to meet specific requirements
and are able to scale up and down
accordingly.

«We will provide the best and the
brightest utilizing the breadth
and depth of our resources to
deliver faster,quality outcomes.

«Our team’'s capabilities and
experiences across industry
ensure that we will have the right
people to deliver tailored
solutions

/

(
INSOURCING:

*We have skilled consultants with
experience in  cybersecurity
positions who can be hired for a
shorter or longer period
depending on the needs of your
business

*Our dedicated and driven
consultants want to develop with
you, and with our help you always
have easy access to our broad
range of expertise

*We can offer you the specific
expertise you need -in the right
place, at the right time

\ .

-
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MATURITY & BENCHMARKING:
«We have combined security
standards with global leading
practices in risk management,
cyber security, governance and
people processes

«Our approach addresses six key
dimensions at five levels of
maturity that together provide
an in-depth view your cyber
maturity

«We provide an in-depth review of
your ability to protect your

-
STRATEGY & ROADMAP:

*We have the breadth and depth
to provide strategic advice and to
support you in developing
innovative strategies that embed
cybersecurity excellence into
your business

*But, we don't stop there -we draw
on our deep functional expertise
to work shoulder to shoulder with
you through implementation and
deliver targeted results by
accelerating momentum, locking

information ~ assets and its down value and de risking both
preparedness  against  cyber decisions and actions.
threats

7N
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OUTSOURCING:

*We have a blend of advisory
practice  experts with deep
functional experience in crucial
areas of cybersecurity

*We partner with local and global.
outsourcing vendors and stay
current with their capabilities and
performance

* We understand needs and can offer
valuable  outsourcing  options
suitable for your business and
capability needs to provide you with
the right team

-

-

GOVERNANCE:

*We offer you a tailored approach to
address the ongoing challenges of
cybersecurity governance and
compliance with Saudi National

*We help you adopting digital
technology to create new ways of
working, with the aim of achieving

better results and better
experiences for workers
«We help you to gain a

comprehensive picture of how
robustly your organization is
structured for cyber security
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« CYBERSECURITY MONITORING:

Our managed SOC (security operation center(
provides a hybrid resourcing model of on-site
and off-site professionals. combining 24x7

around your core business needs.

- INCIDENT RESPONSE:
We partner with leading global IR providers to
help you with a wide range of activities —from
preparation to recovery, maintaining a v
\ proactive stance, responding strategically to_.-"'

incidents.

- THREAT HUNTING:
We help you to uncover advanced threats
~ hiding within your network and servers, using
proactive technigues carried out by our highly
qualified and experienced
professionals.

security /

- PENETRATION TESTING:

QOur experts have an in-depth knowledge of
tactics, techniques, and procedures (TTPs) of
real-world attackers and can help you tighten

your security through simulating real scenarios

targeting your high-risk cyber assets.

coverage with a SOC model that is customized

Managed

« CISO (chief information security officer):
Our CISO as a service is designed to help you
maintain focus on your responsibilities and
achieve your targets through advice, shadowing,

and knowledge transfer.

DISASTER RECOVERY:
- We provide you with a range of flexible and
customizable DRaaS (disaster recovery as a
service) options through our local and global
partners to meet your business needs for
availability and accessibility.

CYBER CRISIS MANAGEMENT:
- Drawing on our expertise in managing cyber
crisis and our crisis management platform,
we can deploy immediately to help you
managing the situation and coordinating
teams to reduce the impact on the business.

CYBERSECURITY INTELLIGENCE:
We deliver to you an actionable cybersecurity
intelligence relative to your business showing
threats and threat actors interested in
harming your business, and we support you

to take the right precautions.
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2- Products & Solutions

[

Cybersecurity Products: \

«We offer cybersecurity products that
empower, protect,and sustain your business
from sophisticated threats and risks.

«Our experts have proven success-track in
advance defense-in-depth capabilities and
first-hand experience in a full spectrum of
cybersecurity products.

« Our offerings include independent counsel
for your cybersecurity requirements and
solution architecture.

IT Products: \
-Our depth and breadth in IT Infrastructure
and Cloud technologies make us your
preferred digital transformation partner.
-Our technology experts and
integration services drive the change for you

system

through datacenter transformation, Cloud

migration,  workplace  transformation,
network  modernization, and system
integration.

-We partner with technology leading

X A
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Integrated Solutions: N
‘We bring our innovative partners and
combine them with our skilled experts and
our sharp focus on solving challenging
problems that matter to you to provide you
with full-spectrum solutions constructed from
wellintegrated Cybersecurity and IT products.
‘With our integrated solutions, we help you to
create differentiation, building operational
efficiency, cost optimization, and real return
on investment.

vendors to innovate your business.
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Application & APl |

Security: i
Protect your applications and 5
interfaces againsti
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loT Security:
Find and protect connected

Endpoint and Server
Security:
Bring all the protection and

Data Protection:

things in a non-disruptive, Ensure availability of your

dynamic, and automatic way assilirice o Asel .that thetr. ’f‘PI _ data with cost-effective data
h h - matters to your business sophisticated attacks internally _ )
through agentless behaviora operations with powerful _ protection solutions.
. ] and at the perimeter.
analysis. reporting

-

solution that helps you to

identify and mitigate risks,

protect applications and data,
and rapidly recover.

criminals by deploying CDC

solutions capable of

autonomous response and
threat elimination.

they reach to you through
actionable intelligence as a
protective & preventive action.

that stops bad traffic from
entering or spreading in
your network.

S b o I R R b ‘
; Cyber Resilience: ; Vo ; \ : :
o Cyber Defense Centre Intelligence and Threat Network Security:
Mitigate the impact of cyber (CDC): ;
disruption with an : Ma nagement: Protect your networks with
orchestrated resilience Stay steps ahead of cyber Protect against threats before a variety of technologies
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Workstation Technologies |loT and Embedded Systems

Choose from a wide
selection of certified
workstation solutions with
simplified management
and automated services.

Revolutionize your business

through small and smart

things that gets the job

done effectively and

efficiently with  minimal
cost.

IT PRODUCTS

Data Center and Infrastructure Management| Server and Virtualization | Wired and Wireless Network

Keep your data center and Benefit from server and  Reyolutionize your networks

infrastructure optimized at top  virtualization technology with state-of-the-art

performance through intelligent innovations to drive down networking and mobility

solutions and management software.  cost and meet your business technologies and bring
growth demands. everything together.
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Engagement Process:

1.Requirement Gathering

Touch-base with the client to determine initial
scope and prepare for pre-engagement.

2.Pre-Engagement

Define scope, submit technical and financial
proposal, sign PO and contract.

3.Kick Off

Introduce teams, define rules, communication
channels, project plan, and logistics.

4.Implementation

Implement the project, provide statues reports,
conduct follow-up meetings.

5.Closure

Project overall meeting submit technical report
submit executive report final acceptance.

3- Capability Development:
[ ]

Management & Leadership Capability:

®
Make sure that your leadership is prepared for today's

challenging decision making in a changing business landscape.

Cybersecurity Capability:.

Our expert training services help your
teams to achieve and even exceed your
expectations in cybersecurity.

Awareness Programs:

Your employees are your most valuable
asset, train them to protect your
business by keeping security top of
minds.




Our vendors
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